Application Note 8:

X Series Recorders
DCOM Settings and XP Firewall

DCOM Configuration

Introduction

This document is intended to provide a check-list of PC settings when running on Windows XP (service
pack 2) which may require changing in order to get DCOM communications working on a client network.
The DCOM section of this document can be applied to both Windows 2000 and Windows XP, the firewall
settings will only apply to Windows XP (SP2) as other versions of windows are not currently supported.

DCOM may be required for either connecting with a remote Trend Server database or Communications
Server or where OPC communications to an X-Series recorder are required.

DCOM is a Microsoft technology which allows software components or applications to exchange data via a
network, if nothing blocks this communication it just works! Unfortunately networks and network attached
devices often require security systems to block any unwanted or (potentially) malicious network traffic.
Current Windows operating systems have default security settings set to what is considered “safe” for the
majority of users, unfortunately this often blocks DCOM (and OPC) traffic.

To allow DCOM traffic a number of Windows security and Firewall (if used) settings need to be checked
and changed if necessary. The following changes should work for most applications, however if the client
network has additional security systems (firewall, router etc.) these may also require changing.

*xxx Please Note *****

It is not the responsibility of your supplier, or a fault with the equipment supplied if DCOM does not function
correctly on a particular PC or Network. This is likely caused by Network or PC policies or other installed
applications that are out of the control of your supplier. In the event of additional problems, please refer to
your Network Administrator
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Check List

1. Check the DCOM settings on both client and server:

1.1.

The client will generally work with the default settings, but the server will almost always require the
settings changed.

See Appendix A DCOM Configuration for more details

2. If the Windows (or other) firewall is used:

2.1
2.2,
2.3.
2.4,

2.5,

Create a firewall exception rule to allow DCOM traffic (port 135) on both client and server.

Ensure that the “File and Printer Sharing” firewall exception is enabled on both client and server.
Create a firewall exception rule to allow the application “TrendServerPro.exe” to access the
network on both client and server.

Create a firewall exception rule to allow the service “Database Server” (DSapserv.exe) to access
the network on both client and server.

Create a firewall exception rule to allow the service “CommsSrv” (CommsSrv.exe) to access the
network on both client and server.

See Appendix B Windows Firewall for more details.

3. Check to see if the client and server are in a domain. If they are not in a domain, then the following
applies:

3.1
3.2.

Simple File Sharing (SFS) should be switched off.

The server machine must have the same user account configured as the client machine that is
currently trying to run the Trend Server software. The password for the user account must be the
same on both machines.

See Appendix C Domains: SFS and user accounts.

4. If after the above the actions the remote client still isn’t communicating:

4.1.

4.2.

4.3.

Try restarting both client and server; a restart should not be necessary if only the firewall or simple
file sharing option have changed, but a restart is needed to ensure that any DCOM configuration
changes have been applied.

Temporarily switch off any firewall; if a firewall is in use, it must be restored after testing; switching
the firewall off will eliminate it is as a possible problem source.

Check network security settings and ensure DCOM traffic (port 135) is being allowed; this will
require some input from someone familiar with the network architecture being used.

5. If after all the above actions the remote client still isn’t communicating:

5.1.

5.2.

5.3.
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Attempt to establish a direct connection between the client and server, this can either be by using
a network cross-over cable and assigning a static IP address to both client and server, or by using
a DHCP equipped router to form a simple network.

If the client will communicate only with a direct connection (as above) the security settings used
on the client network need to be reviewed to ensure DCOM traffic is being allowed.

As a final check that DCOM traffic is not being blocked by the client network, a port scanner may
be used to check the state of and access to port 135; this is not recommended for anyone
unfamiliar with network technology. A basic (and safe) port scanner (PortQry) is available for
down-load from Microsoft's web site; a search on Microsoft.com for Portgry will locate the
instructions for down-load and use, down-loading from any third party web site is not
recommended.
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Appendix A DCOM configuration

These instructions and example dialogs have been produced from Windows XP (SP2), if you are using
another version of Windows or the dialog boxes differ from those shown please seek advice before
continuing.

This needs to be carried out on any PC where remote DCOM access is required.

Step A.1) From the Start menu, select “Run...” and enter dcomcnfg in the run dialog box:

- Type the name of a program, folder, document, or
Internet resource, and Windows will open it For wou,

Open: | R 3

I Ok ][ Cancel ][ Browse. .. ]

This will open the component services dialog box:

i+ Component Services |Z||E|fg|
@ File  Action  Wiew  ‘Window  Help == x|
ElENE

Consale Roak

Tarne

@CDmpunent Services
E\-'ent Yiewer (Local)
%Services (Local)

+- 8 Services (Local)

43-TV-07-33 Issue 2 GLO January 07 Page 3



Step A.2) Open the Component services tree to allow “My Computer” to be selected:

Component Services
@ File  Action Wiew ‘Window Help |_|5’|i|
& = B X [E| 2] 1% =]

[:l Console Root My Computer 4 object(s)

E@ Camponent Services

=-(Z] Computers ﬁ r\—l ﬁ D

B COM+ DCOM Config  Distributed Funning
R

Ewent Viswer (Lacal) Applications Transacti,,,  Processes
Services (Local)

Step A.3) Right click on “My Computer” to show the context menu, and select “Properties”:

*= JComponent Sef My Computer Properties 2] : EI@|E|
@ Fle Action i

— [ Default Protocols || MSDTC || COM Securnty |
I<:=' = || General | Options [ Default Properties |

[ Console Rook
= B Component S& = HOME'"WEL-PEZEL4
=13 Computers -
: Ty Con
% Event Wiewer ( Description:
[+-#y Services (Local

L QK. J [ Cancel Lpply
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Step A.4) First thing to check is that DCOM has been enabled on the PC, this is done by selecting the

Default properties tab and checking that Enable distributed COM on this computer is checked.

My Computer Properties

MSDTC
General Options

Drefault Protocaols COM Security

Default Properties

v Enable Distributed COM an this computer
I Enable COM Internet Services an thiz computer
Default Distributed COM Communication Properties
The Authentication Level specifies securnity at the packet level,

Default duthentication Level:

Connect ﬂ

The imperzonation level specifies whether applications can determing
who iz calling thern, and whether the application can do aperations
uzing the client's identity.

Default Impersonation Level;

Icdentify =]

Securty for reference triacking can be provided if authentication is used
and that the default impersonation level is nat ananymous.

[ Provide additional security for reference tacking

] 4 l l Cancel

Step A.5) Select the “COM Security” tab:

@ Fle  Action Wi
€ - @@

ID Consale Root
=@ Companert: Se
= D Cormputers

+ @ My Corg

+ Event Yiewer (]
+ Services {Local

My Computer Properties

General Options
Drefault Protocols MSDTC

Drefault Properties
COM Security

Access Permizsions

“ou may edit who is allowed default access to applications. You may
alzo set limits on applications that determine their own permizsions.

| Edt Defau.. |

Edit Lirnits...

Launch and &ctivation Pemmissions

“r'ou may edit who ig allowed by default to launch applications or
activate objects. You may alzo zet limits on applications that
determine their own permisgions.

Edit Limits... Edit Default. ..

[ (0]4 ][ Cancel ]

3
=1=1%]

The next series of steps are aimed at ensuring that recognised users are permitted to remotely connect to
databases and commincations servers running on this machine.
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Step A.6) Select the “Edit Default...” button from the Access Permissions section of the dialog box of the

step above in order to see the following dialog box.

Access Permission

Default Security l

Group or user names:

€7 INTERACTIVE L
€7 SELF
€7 SYSTEM
ﬁ dzers [HWOZ-D RGBT zers] 3
< >
Add... | Remowve |
Permizzions for &dministrators Al Deny
Local Acceszs [ ]
Remote Access o

] | Cancel

Ensure that the “Users” group for the machine appears in the list titled “Group or user names:” and also
make sure that both the “Local Access” and “Remote Access” options for “Allow” are ticked in the bottom-
half of the dialog box. If the “Users” entry is missing from the list of groups or users then see Step A.6.1
below for how to add it to the list, otherwise Select OK to commit any modifications that have been made to

the settings.
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Step A.6.1) To add the “Users” group, click the “Add...” button in order to be presented with the following
dialog box:

Select Users, Computers, or, Groups @

Select thiz object tupe:

|L|sers, Groups, or Built-in security principals | [ Object Types... ]

Erarn thiz location;

|glnbal.ds.hnneywell.cnn‘l H Locations... l

Enter the abject names to select [examples]:

LIZErE Check Mames

(]9 H Cancel ]

Enter “users” in the bottom field of the box and then ensure that the name of the computer appears in the
“From this location:” field then click OK to commit the addition of the users group.

If the dialog is not presented showing the computer name in the “From this location:” field then it will be
necessary to click on the “Locations...” button in order to be presented with the following dialog box:

Locations

Select the location vou want to zearch.

Location:

Hiw/02-D7RAEB01.
= Entire Directony

@ dz.honeywell. com
@ NaMENca-vEa. com

] l [ Cancel

Typically the computer will be the top entry in the list of locations. Make sure that it is selected then click
OK to return to the Access Permissions box.

“Users” will now appear in the “Group or User names” window of the default security tab in the Access
Permissions box.

Ensure Step A.6 is completed, click ok to return to the “My Computer Properties” box
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Step A.7) The final step is to ensure that the users group has appropriate launch and activation
permissions on this computer, which is done by clicking on the “Edit Default...” button from the “Launch
and Activation Permissions” section of the dialog box of the “Com Security” tab in the “My Computer
Properties” box to display the following dialog box.

Launch Permission

Drefault Security l

Group or user names:

m Adrinigtrators [HW02-D/RGBOT) A dministratorz]
€7 INTERACTIVE

€7 SELF

€7 SYSTEM

Add... | Bemove |
Pemizzions for sers Al Deny
Local Launch o
FRemate Launch o
Local Activation "]
Remate Activation "]

k. | Cancel

Ensure that the “Users” group appears in the “Group or user names:” list in the top half of the dialog box,
referring to Step A.6.1 if necessary. Verify that in the “Permissions for Users” section that the Allow box is
ticked for all four options of “Local Launch”, “Remote Launch”, “Local Activation” and “Remote Activation”.
Click OK once this has done and the the DCOM configurations panel can now be closed.

Select “Apply” and then OK to close the “My Computer Properties” box

Step A.8) The system must be restarted in order for the new DCOM settings to take effect.
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Appendix B Windows XP Firewall

With the advent of Windows XP (SP2) the Windows firewall is now enabled by default. To establish DCOM
communications between a client and server the Firewall needs to either be turned off (not recommended)
or Exception rules to allow DCOM traffic need to be created.

Step B.1) From the Start menu, select Settings and then Control Panel, the Windows Control Panel (similar
to this) will then be shown,

B Control Panel |Z||§||X|
File Edit VYiew Favorites Tools Help ;ﬂ."

-\‘gﬁ-ar_} J II /':) Search ||~ Folders  [TF%]

Address G’ Cantrol Panel 'i“ =
E:"- Control Panel @ % % [ e
it} Add Hardwars &dd ar Adrinistrative  Aukomatic  Date and Time Directs
E} Switch ko Cakegaory View ; Remav. .. Toals Updates
G ‘\{: . i =
! / é e@ “4_ E@h él @
See Also I’_/ :
Folder Options Fants Game Inkernet kevboard Tail
ﬁ ‘Windows Update Contrallers Options
@) Help and Support L2 = Bk ; y
D e @ b @ % &
Mouse Metwork.  MNVIDIA nView  Phone and  Portable Media Power Options  Printers and
Conneckions  Desktop M., Modem ... Devices Faxes
e 2 2 ® 9 g B
Regional and  Scanners and  Scheduled Security Sounds and Speech Syskem
Language ... Cameras Tasks Center Audio Devices
A 8 @ o
Taskbar and  User Accounts  Windows Wireless
Skart Menu Firewall Metwork Set,..
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Step B.2) Select Windows Firewall and the following will be shown,

= Windows Firewall

Leneral |E:-:|:epti|:|ns Advanced

For wour security, zome settings are controlled by Group Policy

YWindows Firewall helpz protect vour computer by preventing unauthonzed uzers
from gaining access to your computer through the Intermet or a network,

@ {(*) On [recommended]

Thiz etting blocks all outzide sources fraom connecting to this
computer, with the exception of thoze selected on the Exceptions tab.

Select thiz when pou connect to public networks in less zecure
lacations, such az airparts. You will nat be natified when \Windows
Firewall blocks programsz. Selections on the Excephions tab will be
ignored.

@ () OFf [not recommended]

Axoid uging this setting. Tuming off *Windows Firewall may make thiz
computer more vulnerable o viruzes and intruders.

Windows Firewall iz uzing pour domain zettings.

What elze should | know about *indows Firewall?

I ak. ][ Cancel ]

If the Firewall is currently turned off (and the PC is otherwise protected) it can be left turned off and no
exception rules need to be created. Otherwise, exception rules must be created to permit general DCOM
connections, and then specifically to permit database, communications and trending applications.
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Step B.3) The first rule to add will be to permit the port connection for DCOM. Navigate to the “Exceptions”
settings but clicking on the “Exceptions” tab in order to see something similar to the following:

%= Windows Firewall

General | Exceptions | Advanced

windows Firewall iz blocking incoming network connections, except for the
programs and zervices zelected below. Adding exceptions allows zome programs
to wark better but might increaze your zecurity risk.

Programz and Services:

Mame Group Policy ~
Standalone application Mo

] CEMGR Module Mo 3

CarmmsSry Mo

DCOM MNa

DS apserv.exe Mo

File Tranzfer Program i []

W | AMMaek (R CRA Mezeans Sucham M V%

| AddPogam.. | [ addPot. || Edt. [ Delete

Dizplay a notification when ‘windows Firewall blocks a program

whhat are the nisks of allowing erceptions?

[ OF. H Cancel ]

Now click on “Add Port...” button in order to be presented with the following dialog box:

Add a Port X

Uze these settings to open a port through *Wwindows Firewall. To find the port
number and pratocol, consult the documentation for the program or service you
wanht to Lse.

Name: | DCOM !

Part number: |135 |

@®1cP (O uDP

What are the rigks of opening & port?

o Coowa ]

Enter “DCOM?” in the “Name:” field and “135” in the “Port number:” field. Ensure that the “TCP” radio button
is selected and then click on the OK button to add the rule and return to the Windows Firewall box.
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Step B.4) Ensure that the “File and Printer Sharing” is switched on, which is the highlighted option in the
screenshot below.

*= Windows Firewall

General | Exceptions |.-’-'-.u:|vanu:ed
Windows Firewsall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions alloves some programs
ko ek, better buk might increase your security rigk.
Programs and Services:
M arne Group Policy e
File and Frinter Sharing Yes
File Transfer Proararm Ma
1
LAaMDesk(R] CBA Meszage System Mo
LAMDeszk[R] Management Agent Mo
LAMDeszk[R] Ping Dizcoverny Service Mo
LA Desk[R] F<E TCP Port Mo
[#] LAMDesk(R] F-<E UDP Part Mo
LAMDezk[R] Remate Contral Agent TC... Mo
W11 &MMNekP1 P amnte Canteal dasnt 1IN Mo t
| 4ddProgram.. | | addPot. ||  Edt.
Dizplay a notification when “Windows Firewall blocks a program
What are the rigks of allowing exceptions?
]9 l [ Cancel
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Step B.5) Add the Trend Server application to the list of programs. Start by clicking on the “Add Program...”
button in order to see the following dialog box:

Add a Program E|

To allow communications with a program by adding it to the Esceptions list,
zelect the program, or click Browse to search for one that is not lizted.

Programs:
E] Spider Salitaire -

% Spy++
StarTeam Toolbar

Ef =1}

‘JirusS can Conzole
[‘%"v"irusﬁ can On-dccess Scan

‘ﬁu"v"irusﬁ can On-Demand Scan

S& Yizual Studio 2005 Bemote Debugger

S& Yigual Studio 2005 Remate Debugger Configuration ‘wizard
-3Winduws Mezzenger

B5 windows Resource Localization E ditor v

Path: | C:AProgram FilessTrend Analvsiz SoftwarehTre

5] [cmea ]

If Trend Server is in the list of programs then select it and press the OK button to create the Exception
Rule. If Trend Server is not in the list then use the “Browse...” button to locate where the
TrendServerPro.exe file has been installed, highlight it and select Open to create the Exception Rule.

Step B.6) Where the PC is being used as either a communications server or a database server and the
main Trend Server application is not always used, these applications will also need to have firewall rules
created (Dsapserv.exe or CommsSrv.exe). To create these rules use the browse button to navigate to
where these files have been installed. The Communications Server is installed in the same location as
Trend Server and the Database Server can be found one directory level higher-up. Where the firewall is
concerned, it is the top-level application which needs the rule. Other applications or software components
will inherit a firewall access from it's parent.

The name of the main application may vary depending on which version has been installed, if there is any
doubt the browse button can be used to locate where the application has been installed.

When the new program has been located click OK to return to the Windows Firewall box
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Step B.7) There will now be two new rules, one called DCOM and another called Paperless Data Recorder
Application. If not, return to Step B.3 and repeat to add “DCOM” port or Step B.5 to add the “Paperless
Data Recorder Application” program

= Windows Firewall

General | Exceptions | Advanced

windows Firewall iz blocking incoming network. connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase pour security risk.

Frograms and Services:

Mame Group Policy S
W] CEMGR Module Ma
DCOM No
£
Microsoft Management Console Mo
Metwork Diagnastics for Windaws 2P MNa

) ata Recorder Application

[ sddPiogiam.. | [ addPor.. |[ Edt. ][ Delete

Dizplay a naotification when ‘wWindows Firewall blocks a program

“What are the rigks of allowing exceptions?

I 0K H Cancel ]

Also, if a database server and a communications server have been configured, their rules should appear in
the list too:

"= Windows Firewall

General | Ewceptions | Advanced

‘windows Firewall is blocking incoming nebwork, connections, except for the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase paur security rizk.

Programs and Services:

MHame Group Policy 7%

] CEMGR Module Ma

DCORM Mo

File: Transfer Program Mo

LAMNDesk(R] CBA Mezzage System Ma

R | AMTIackIR] Mananement &nent Nn b
[ AddProgiam.. | [ AddPat. |[  Edt.

Dizplay a potification when Windows Firewall blocks a program

“what are the risks of allowing exceptions?

[ k. H Cancel ]

Click OK to finish the Windows Firewall setup
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Appendix C Domains: SFS and user accounts

When trying to connect two computers, that are not in the same domain, the authentication for DCOM
connections is executed differently. Consequently other aspects of the computer configuration other than
the DCOM settings will affect the ability to connect to remote databases and communications servers.

Step C.1) The first step is to verify whether or not a machine is within a domain. This can be done by
holding down the right mouse button over “My Computer” to present the context menu, and to select the

“Properties” option from that menu.

“My Computer” is usually found either on the Desktop and/or in the Start menu:

e e T R e
CommsSry

¥ DCOM

[ DS apsery.exe

M

[ File and Printer Sharing

Boardman, Charles H

& Internet Explorer J My Documents

3 Motepad 5 My Recent Documents #
@ ‘Windows Media Player 3 My Pictures
Microsaft Office Excel 2003 )
,'_J My Music
n StarTeam
Microsoft Office OLtiook 2003 | P Aagia s -

Open

& Microsaft Visual Studio MET 2., g My Network Pl Browse with Paint Shop Pro

ﬁ] 0L Server Configuration Ma. .

wg@ agent Ransack. ExPIore

B’ Control Panel JDiskRepoart 1.2.4
B S0k Command Prompt cearch

Sek Program &cce

g Caloulator Defaulks IManage
I:‘ eMbedded Yisual C++ 4.0 Eﬁi Administrative To K 5can for viruses. .
@ Microsaoft Office PowerPaint 2... Map Netwark Drive..,

% Connect To

Disconnect Metwaork Drive. ..

=] Printers and Faxe

 Show on Desktop
Rename

42 Character Map

g Computer Management @) Help and Support|

,:) Search

&ll Programs b

4 start
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The “System Properties” window will be displayed, that looks much like the following:

System Properties

System Restare Automatic |pdates Femate

Computer Mame Hardware Advanced

System:
Microzoft Windows $P
Professional
Wersion 2002
Service Pack 2

Registered to:
Pete

55274-0EM-0011303-00102

M anufactured and supparted by: Diell Computer Corporation

DelWORESTATION PWSESD

IntellR]
Heon(Th] CPU 2.80GHz
279 GHz, 1.00 GB of Rak
Suppaort Information

[ 0K H Cancel ]

Now select the “Computer Name” tab to see something similar to the following:

System Properties

System Restore Automatic Updates Remote
General Hardware Advanced
:“_J Windows uses the following information to identify your computer
- on the netwark.

Computer description: Ringwood Development Laptop

For example: "Kitchen Computer” or "Mary's

Computer”.
Full computer name: RIMGDEVLAP1.
Workgroup: WORKGROUP
To use the Network Identification Wizard to join a -
domain and create a local user account, click Network NetwoiclD

ID.

To reniame this computer or join a domain, click Change.

[ OK ][ Cancel ]

The key information to look out for is the field below the “Full computer name:” field. If the computer is in a
domain, then the field will be called “Domain:” otherwise it will state “Workgroup:”. If the field is “Domain:”
indicating that the machine is currently within a domain, then the rest of this Appendix is not applicable.
Click OK to close the box

The above screenshot is from a computer that is not in a domain. Note the field below “Full computer
name:” is indeed “Workgroup:”.
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Step C.2) Switching off Simple File Sharing (SFS) is simple to achieve and does not require a restart of the
machine in order to take effect. Go to any open Windows Explorer or open “My Computer” if an explorer is
not already open.

Go to the “Tools” menu and select the “Folder options...” menu item. This will present a dialog box as
follows:

Folder, Options @El

General | View | File Types || Offine Files

Tazks
(®)Ehow common tasks in folders
() Use Windows classic folders

Browse folders

H (%) Open each folder in the same window

(2 Open each folder in itz own window

Click items ag follows
ﬁ (3 Single-click to open an item (point to select]
’h O Underling icon titles consistent with my browser
() Underline ican titles anly when | point at them
(0 Double-click to apen an item [single-click ta selact)

BRestore Defaults

[ Ok H Cancel ]

Select the “View” pane in order to be able to see some advanced settings. The “Folder Options” window
will change to look something like the following:

General | Yiew | File Types | Offine Files

Folder views
“Y'ou can apply the view [such as Details or Tiles) that

wou are uzing for this folder to all folders.

| Apply to All Folders | ’ Beset Al Folders

Advanced zettings:
[ Launch folder windows in a separate process S
|-y Managing pairs of Wweb pages and folders
(%) Show and manage the pair az a single file
() Show both parts and manage them individually
() Show both parts but manage as a single file
Remember each folder's view settings
Festare previous folder windows at logon
Shaow Control Panel in My Computer
Show encrypted or comprezzsed MTFS files in color
Show pop-up description for folder and desktop items

[] Use simple file sharing [Fecommended)
v

Festore Defaults

’ Ok ][ Cancel ]

Scroll to the bottom of the “Advanced settings:” area of the window and make sure that the “Use simple file
sharing (Recommended)” option is not enabled. It has been disabled in the example screenshot above.
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Step C.3) For another machine to be able to remotely connect to a database server or communications
server on the current machine, it is necessary for the machines to share common user accounts. At this
point, establish which users are likely to log on to either the client or server machine and who will want to
be able to connect to remote databases or communication servers.

The first thing to do is verify that all of those users have an account on the client and server machines
being used. For this, open the Control Panel and one of two possible windows will be presented:

£ Control Panel
File Edit ‘View Favorites Tools  Help

@ Back. -\_) L‘-E p Search IL-_, Folders |‘;:

Address D'?f?mjtrqlfﬂane}-

ﬂ"' Control Panel A ‘ Pick a category

B Switch to Classic View
@ Appearance and Themes ﬁ Printers and Other Hardware

See Also

& ‘windows Update

(7)] Help and Support

£ Cther Contral Panel
Opkions

Network and Internet Connections ) . iy User Accounts

; Bidd oy REmove Programs Dat!:, Time, Language, and Regional
Options

\'¢ o ] 2 e i
- J Sounds, Speech, and Audio Devices Accessibility Options

-
' Performance and Maintenance

& Control Panel

File

L\QE:&:P. -\J LI (D) search [L Folders v

address G?{Z’B}Tﬂl{‘ﬂﬂanef-

Edit  Wiew Favorites Tools Help

E
Marme - Camments

Add, remove, and configure scanners and came. ..

£

ﬂ"" Control Panel R %Scanners and Cameras

[ﬂScheduled Tasks

@ Security Center

Be Software Explorers
%;,-Sounds and Audio Devices
(¢ Speech

@System

nTaskbar and Start Menu

@ Switch to Categary Yiew

See Also

& windows Update
7)) Help and Support

ﬁ',! Windows Eirenaall

3&1-'@5!.1-]&_ computer tasks ko m:al_ﬂ;bjna'ffgdﬂv.g
Wiew your current security status and access im...

Chan;le the sound scheme For mur computer, ..,

Display all software that is running O Your com...,

s for best- Ia%

Change User account séttmr- apdnasswﬁuds EL
Confinre the Winrinm Firevuall

=% Wirele| Change user account settings and passwords for people who share this computer,

£
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Whichever view of the Control Panel is displayed, open the “User Accounts” entry and a window similar to
the following should be displayed:

£ User Accounts

Learn About » ': User Accounts

@ User accounts
@ User account types

[7) switching users Pick a task...

or pick an account to change

dcomuser Eng
Computer administrator 1 1" Computer administrator
Password protected e ‘J Password protected

SOMEeUser
Computer administrator
Paszword protected

userofdcom
Computer administrator Guest account is off
Password protected

Observe that the bottom part of the window lists the users of the machine, so it should be quite easy to
check whether the necessary users all have an account on the machine.
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Step C.4) If a user is not listed then it will be necessary to add a new account. So click on “Create a new
account” to be presented with the following:

-2 User Accounts |Z| |§| |X|

Name the new account

Type a name for the new account:

Cancel

Enter the user name for the account and click on “Next >" button to see the following:

-2 User Accounts |:| |§| |z|

Learn About i
B s s Pick an account type

(%) Computer administrator () Limited

With a computer administrator account, you can:
# Create, change, and delete accounts
& Make system-wide chanages
# Install programs and access all files

< Back L Create Account ] Cancel
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Make sure that “Computer administrator” is the chosen account type and then click on the “Create Account”
button. The “User Accounts” window will be displayed once more, this time with the new user added to the
list at the bottom of the window, as follows:

£ User Accounts
@ Back e m Home
¥ User Accounts

Learn About o

@ User accounts
@ User account types

[ Switching users Pick a task...

Change an account

or pick an account to change

dcomuser
Computer administrator
Password protected

someuser
Ct ter administrator
Password protected

userofdcom
Computer administrator
Password protected

Eng
Computer administrator
Password protected

SQLDebugger
Limited account
P ord protected

newuser
Computer administrator
Password protected

Guest
Guest account is off
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Step C.5) Ensure that the password for the user account is the same on all machines. To change a
password, select the account from the “User Accounts” window to get an option window as follows:

-2 User Accounts |Z| @”E

Related Tasks .
What do you want to change about newuser's
Change another account
Create a new account accoun t'?
Change the name PR
Computer administrator
Password protected

Change the password
Remove the password
Change the picture
Change the account type

Delete the account

Then simply select the “Change the password” option to get the following window:

-2 User Accounts |z| @”E

Learn About

1
B ey Change newuser's password

Creating a good passward You are resetting the password for newuser, If you do this, newuser will lose all
hint EFSs-encrypted files, personal certificates, and stored passwords for Web
@ Remembering a password sites or network resources.

To avoid losing data in the future, ask newuser to make a password reset floppy disk.

Type a new password:
Type the new password again to confirm:

If the password contains capital letters, they must be typed the same way every time.

The password hint will be visible to everyone who uses this computer,

L Change Password J [Cancel]

Specify the new password, committing the change by selecting “Change Password”.

Step C.6) Restart the machine in order to be sure that all new and modified user account settings take
affect with respect to successfully achieving DCOM connections.
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